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Information Technology Control and Audit, Fifth Edition
The headline-grabbing financial scandals of recent years have led to a great
urgency regarding organizational governance and security. Information technology
is the engine that runs modern organizations, and as such, it must be wellmanaged and controlled. Organizations and individuals are dependent on network
environment technologies, increasing the importance of security and privacy. The
field has answered this sense of urgency with advances that have improved the
ability to both control the technology and audit the information that is the lifeblood
of modern business. Reflects the Latest Technological Advances Updated and
revised, this third edition of Information Technology Control and Audit continues to
present a comprehensive overview for IT professionals and auditors. Aligned to the
CobiT control objectives, it provides a fundamental understanding of IT
Page 2/33

Access Free Auditing Information Systems A Comprehensive Reference
Guide
governance, controls, auditing applications, systems development, and operations.
Demonstrating why controls and audits are critical, and defining advances in
technology designed to support them, this volume meets the increasing need for
audit and control professionals to understand information technology and the
controls required to manage this key resource. A Powerful Primer for the CISA and
CGEIT Exams Supporting and analyzing the CobiT model, this text prepares IT
professionals for the CISA and CGEIT exams. With summary sections, exercises,
review questions, and references for further readings, it promotes the mastery of
the concepts and practical implementation of controls needed to effectively
manage information technology resources. New in the Third Edition: Reorganized
and expanded to align to the CobiT objectives Supports study for both the CISA
and CGEIT exams Includes chapters on IT financial and sourcing management Adds
a section on Delivery and Support control objectives Includes additional content on
audit and control of outsourcing, change management, risk management, and
compliance

CISA Certified Information Systems Auditor Bundle
This four-volume-set (CCIS 208, 209, 210, 211) constitutes the refereed
proceedings of the International Symposium on Applied Economics, Business and
Development, ISAEBD 2011, held in Dalian, China, in August 2011. The papers
address issues related to Applied Economics, Business and Development and cover
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various research areas including Economics, Management, Education and its
Applications.

Business
This up-to-date self-study system offers 100% coverage of every topic on the 2016
version of the CISA exam The fully revised new edition delivers complete coverage
of every topic on the latest release of the Certified Information Systems Auditor
(CISA) exam. Written by an IT security and auditing expert, CISA Certified
Information Systems Auditor All-in-One Exam Guide, Third Edition, covers all five
exam domains developed by the Information Systems Audit and Control
Association (ISACA). This effective self-study system features learning objectives at
the beginning of each chapter, in-depth explanations of each topic, and accurate
practice questions. Each chapter includes Exam Tips that highlight key exam
information, hands-on exercises, a chapter summary that serves as a quick review,
and end-of-chapter questions that simulate those on the actual exam. Designed to
help you pass the CISA exam with ease, this trusted guide also serves as an ideal
on-the-job reference. The latest edition of this trusted resource offers complete, upto-date coverage of all the material included on the latest release of the Certified
Information Systems Auditor exam. Written by an IT security and audit expert, CISA
Certified Information Systems Auditor All-in-One Exam Guide, Third Edition covers
all five exam domains developed by ISACA®. You’ll find learning objectives at the
Page 4/33

Access Free Auditing Information Systems A Comprehensive Reference
Guide
beginning of each chapter, exam tips, practice exam questions, and in-depth
explanations. Designed to help you pass the CISA exam with ease, this
comprehensive guide also serves as an essential on-the-job reference for new and
established IS auditors. COVERS ALL EXAM TOPICS, INCLUDING: • IT governance
and management • Information systems audit process • Information systems lifecycle management • IT service delivery and infrastructure • Information asset
protection Electronic content includes: • 400 practice exam questions in the Total
Tester exam engine--take full-length practice exams or customizable quizzes by
exam topic (Windows only)

Management planning guide for information systems security
auditing
CISA Certified Information Systems Auditor All-in-One Exam
Guide, Third Edition
Featuring numerous case examples from companies around the world, this second
edition integrates theoretical advances and empirical data with practical
applications, including in-depth discussion on the COBIT 5 framework which can be
used to build, measure and audit enterprise governance of IT approaches. At the
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forefront of the field, the authors of this volume draw from years of research and
advising corporate clients to present a comprehensive resource on enterprise
governance of IT (EGIT). Information technology (IT) has become a crucial enabler
in the support, sustainability and growth of enterprises. Given this pervasive role of
IT, a specific focus on EGIT has arisen over the last two decades, as an integral
part of corporate governance. Going well beyond the implementation of a superior
IT infrastructure, enterprise governance of IT is about defining and embedding
processes and structures throughout the organization that enable boards and
business and IT people to execute their responsibilities in support of business/IT
alignment and value creation from their IT-enabled investments. Featuring a
variety of elements, including executive summaries and sidebars, extensive
references and questions and activities (with additional materials available online), this book will be an essential resource for professionals, researchers and
students alike

Advances in Applied Economics, Business and Development
The new edition of a bestseller, Information Technology Control and Audit, Fourth
Edition provides a comprehensive and up-to-date overview of IT governance,
controls, auditing applications, systems development, and operations. Aligned to
and supporting the Control Objectives for Information and Related Technology
(COBIT), it examines emerging trend
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Auditing Information Systems
Secure Your Systems Using the Latest IT Auditing Techniques Fully updated to
cover leading-edge tools and technologies, IT Auditing: Using Controls to Protect
Information Assets, Second Edition, explains, step by step, how to implement a
successful, enterprise-wide IT audit program. New chapters on auditing cloud
computing, outsourced operations, virtualization, and storage are included. This
comprehensive guide describes how to assemble an effective IT audit team and
maximize the value of the IT audit function. In-depth details on performing specific
audits are accompanied by real-world examples, ready-to-use checklists, and
valuable templates. Standards, frameworks, regulations, and risk management
techniques are also covered in this definitive resource. Build and maintain an
internal IT audit function with maximum effectiveness and value Audit entity-level
controls, data centers, and disaster recovery Examine switches, routers, and
firewalls Evaluate Windows, UNIX, and Linux operating systems Audit Web servers
and applications Analyze databases and storage solutions Assess WLAN and mobile
devices Audit virtualized environments Evaluate risks associated with cloud
computing and outsourced operations Drill down into applications to find potential
control weaknesses Use standards and frameworks, such as COBIT, ITIL, and ISO
Understand regulations, including Sarbanes-Oxley, HIPAA, and PCI Implement
proven risk management practices
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A Manager's Complete Guide to Effective Information Systems
Protect Your Systems with Proven IT Auditing Strategies "A must-have for auditors
and IT professionals." -Doug Dexter, CISSP-ISSMP, CISA, Audit Team Lead, Cisco
Systems, Inc. Plan for and manage an effective IT audit program using the in-depth
information contained in this comprehensive resource. Written by experienced IT
audit and security professionals, IT Auditing: Using Controls to Protect Information
Assets covers the latest auditing tools alongside real-world examples, ready-to-use
checklists, and valuable templates. Inside, you'll learn how to analyze Windows,
UNIX, and Linux systems; secure databases; examine wireless networks and
devices; and audit applications. Plus, you'll get up-to-date information on legal
standards and practices, privacy and ethical issues, and the CobiT standard. Build
and maintain an IT audit function with maximum effectiveness and value
Implement best practice IT audit processes and controls Analyze UNIX-, Linux-, and
Windows-based operating systems Audit network routers, switches, firewalls,
WLANs, and mobile devices Evaluate entity-level controls, data centers, and
disaster recovery plans Examine Web servers, platforms, and applications for
vulnerabilities Review databases for critical controls Use the COSO, CobiT, ITIL,
ISO, and NSA INFOSEC methodologies Implement sound risk analysis and risk
management practices Drill down into applications to find potential control
weaknesses
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Comprehensive Approach To Advanced Auditing And
Professional Ethics (Ca Final Old & New), 16E
Publisher's Note: Products purchased from Third Party sellers are not guaranteed
by the publisher for quality, authenticity, or access to any online entitlements
included with the product. This up-to-date self-study system delivers complete
coverage of every topic on the 2019 version of the CISA exam The latest edition of
this trusted resource offers complete,up-to-date coverage of all the material
included on the latest release of the Certified Information Systems Auditor exam.
Written by an IT security and audit expert, CISA Certified Information Systems
Auditor All-in-One Exam Guide, Fourth Edition covers all five exam domains
developed by ISACA®. You’ll find learning objectives at the beginning of each
chapter, exam tips, practice exam questions, and in-depth explanations. Designed
to help you pass the CISA exam with ease, this comprehensive guide also serves as
an essential on-the-job reference for new and established IS auditors. COVERS ALL
EXAM TOPICS, INCLUDING: • IT governance and management • Information
systems audit process • IT service delivery and infrastructure • Information asset
protection Online content includes: • 300 practice exam questions • Test engine
that provides full-length practice exams and customizable quizzes by exam topic

Information Systems Control and Audit
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Information Technology Control and Audit, Third Edition
Discusses all types of corporate risks and practical means of defending against
them. Security is currently identified as a critical area of Information Technology
management by a majority of government, commercial, and industrial
organizations. Offers an effective risk management program, which is the most
critical function of an information security program.

Internal Auditing & Information Systems Auditing/2Nd Ed
This book offers a comprehensive, up-to-date presentation of the tasks and
challenges facing internal audit. It presents the Audit Roadmap, the process model
of internal auditing developed at SAP® which describes all stages of an audit.
Coverage provides information on issues such as the identification of audit fields,
the annual audit planning, the organization and execution of audits as well as
reporting and follow-up. The handbook also discusses management-related
subjects. Separate chapters are dedicated to special topics like IT or SOX audits.

Loss Control Auditing
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As a critical function in monitoring workplace safety, loss control auditing provides
an organizational assessment of safety program performance in relation to
regulatory requirements and company policies. Principles of quality management
dictate that measurement of an activity receives organizational attention and
provides an excellent tool for communicating performance to management. A
comprehensive audit, rather than individual metrics such as injury rate, helps to
determine which aspects of a safety program are functioning well and which ones
have room for improvement. Loss Control Auditing: A Guide for Conducting Fire,
Safety, and Security Audits is a one-stop resource for both developing and
executing a loss control audit program. Written for professionals in the fire service,
loss prevention, and safety management as well as those studying the fields, this
reference addresses loss control auditing from the perspectives of workplace
safety, physical security, and fire risks. The text focuses on the three core areas of
an audit: documentation review, physical inspection, and employee interviews. It
also presents a three-phase model—pre-audit, audit, and post audit
activities—which can be used for all three core areas. It includes detailed
information to assist in the development of an effective audit program. The author
discusses the foundational elements of an audit program, the written audit
program and the audit protocol. Systemic auditing issues of audit scoring, auditor
selection and training, audit logistics, and audit frequency are also addressed. The
final section of the book discusses the opportunities that can arise in conducting an
audit, including how an audit can be used as a training tool and the importance of
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involving employees in the audit process. The application of the information
presented in this volume is facilitated by representative case studies included at
the end of each chapter. An up-to-date reference, this text is unique in the depth of
material presented and provides an excellent resource on how to develop and
execute a loss control audit program.

Information Technology Risk Management in Enterprise
Environments
This work offers features to facilitate student comprehension which aid in review
and reinforce key concepts, as well as promoting problem-solving skills. It includes
chapter examples including both US and international companies.

Understanding and Conducting Information Systems Auditing
A comprehensive guide to understanding and auditing modern information
systems The increased dependence on information system resources for
performing key activities within organizations has made system audits essential for
ensuring the confidentiality, integrity, and availability of information system
resources. One of the biggest challenges faced by auditors is the lack of a
standardized approach and relevant checklist. Understanding and Conducting
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Information Systems Auditing brings together resources with audit tools and
techniques to solve this problem. Featuring examples that are globally applicable
and covering all major standards, the book takes a non-technical approach to the
subject and presents information systems as a management tool with practical
applications. It explains in detail how to conduct information systems audits and
provides all the tools and checklists needed to do so. In addition, it also introduces
the concept of information security grading, to help readers to implement practical
changes and solutions in their organizations. Includes everything needed to
perform information systems audits Organized into two sections—the first designed
to help readers develop the understanding necessary for conducting information
systems audits and the second providing checklists for audits Features examples
designed to appeal to a global audience Taking a non-technical approach that
makes it accessible to readers of all backgrounds, Understanding and Conducting
Information Systems Auditing is an essential resource for anyone auditing
information systems.

Governance in the Caribbean
"This book offers comprehensive explanations of topics in computer system
security in order to combat the growing risk associated with technology"--Provided
by publisher.
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Network Security Auditing
Corporate America is faced with a challenge today, a challenge unprecedented in
our history. It has become a national imperative that corporations create audit
programs and infrastructures to achieve audit readiness and guarantee the
accuracy of corporate records. Executives should not and can not depend entirely
on external audit reviews and recommendations. They must create internal audit
programs and infrastructures to regain credibility and the confidence of
shareholders. Meeting this challenge is critical to the survival and success of many
business enterprises. The federal government and leaders of our country are
serious today in facing the challenges of corporate behavior and the dangers that
have evolved, evidenced by the passing of the Sarbanes Oxley Act of 2002. The
Act requires the certification by CEOs and CFOs regarding the accuracy of their
financial statements and requires independent outside audit attestation of the
operating effectiveness of controls and control structure over financial reporting. It
imposes associated penalties for failure to comply. Pro-active corporations must
establish the discipline of rigorous audit readiness programs and must ensure their
continued successful execution. It is essential that internal audit committees take
measures to install checks and balances and self-policing practices to ensure
integrity within their corporations. This is not optional. CEOs today are legally
responsible for the correctness of their financial statements. IT Governance: The
Only Thing Worse Than No Control Is The Illusion of Control focuses on a unique
Page 14/33

Access Free Auditing Information Systems A Comprehensive Reference
Guide
organizational structure and the mechanics of establishing an effective internal
independent audit organization. It proposes the structure of an independent
internal auditing group headed by a Chief Governance Officer (CGO) or Chief
Accounting Executive (CAE) who reports directly to an audit committee, comprised
of Board of Director members, who themselves must be totally independent.
Independence is the most critical element in the success of this new audit
approach and can not be emphasized enough. This will require an organizational
change in most corporations and a revolutionary approach. Old paradigms in which
the audit organization reported to the CEO or CFO will be discarded. These internal
audit groups must serve as the eyes and ears for the public and Board of Directors.
They will provide early warnings of inappropriate, fraudulent or ineffective
practices and will report noncompliance with accepted basic control fundamentals
and ethical behavior; they must do so without fear of reprisal. Not only is it the
responsibility of the Audit Committee to provide direction, but it is essential that
every executive officer and their staffs be on board and be fully supportive of the
internal audit infrastructure. It is the synergy of these organizations working
together that is required to prepare us for successful audits and to improve
business controls. Education is critical and should be of paramount importance in
addressing this problem. IT Governance: The Only Thing Worse Than No Control Is
The Illusion of Control addresses the establishment of effective corporate
governance, describes how to install a sound audit governance infrastructure, and
describes how to establish effective IT controls. We have an opportunity to do
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better and we should. This book addresses not only how to comply with legislative
mandates, but it also provides a roadmap, detailing steps on how to establish an
infrastructure and audit readiness program to achieve compliance. In addition,
there is a realization now by many corporations that the effectiveness of their
business process controls is heavily dependent on the adequacy of their IT
controls; this book focuses on the integration of business processes with IT
controls. This book addresses many facets of IT controls, from the formation of an
effective audit infrastru

CISA Certified Information Systems Auditor All-in-One Exam
Guide
NA

Accounting Information Systems
Auditing Information Systems and Controls
For the Nontechnical Auditor, the First Complete Guide to Assessing the Control
and Security of Virtually Any Computer Information System Auditing Information
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Systems is a first-of-a-kind handbook to auditing in an information systems
environment, allowing the nontechnical auditor to quickly and thoroughly assess
the effectiveness of a company's controls in physical and logical security as well as
other general controls. The book also includes a detailed look at leading-edge
control self-assessment processes, including one of the first applications in an
information systems environment. Providing a total look at the newest issues in
information systems and auditing, the book also examines: * Computer forensics *
Encryption * Year 2000 * Viruses * Software piracy * Computer-assisted audit
techniques * Internet security * Service organizations * Systems development *
Humanistic aspects of auditing. An ideal reference for the auditor navigating the
complex world of information systems, Auditing Information Systems offers
complete, detailed guidance in the newest of accounting challenges. With the
increased use of client/server networks in industry today, the need for auditors
who can perform information system audits is now more important than ever. With
the proliferation of different types of computer systems and applications over the
past decade, nontechnical auditors as well as managers and board members are
being asked to assess the risks and evaluate the controls over these computer
systems. Many of these individuals are unfamiliar with techniques they can use to
efficiently and effectively perform and evaluate audits of information systems.
Auditing Information Systems is a practical, modern guide to assessing the control
and security of virtually any type of computer information system. The author also
provides a detailed approach to the leading-edge control self-assessment
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processes, including one of the first applications in an information systems
environment. Other topics include: * Computer forensics * Encryption * Year 2000 *
Viruses * Software piracy * Computer-assisted audit techniques * Internet security
* Service organizations * Systems development * Humanistic aspects of auditing.
Auditing Information Systems is the only contemporary auditing book with over 80
real-world case studies. No other work incorporates such a tremendous breadth of
information systems auditing concepts and resources. Any auditor who uses this
system will obtain the information needed to perform or evaluate a thorough
information systems audit.

Information Systems Assurance
Integrity and Internal Control in Information Systems V represents a continuation of
the dialogue between researchers, information security specialists, internal control
specialists and the business community. The objectives of this dialogue are: -To
present methods and techniques that will help business achieve the desired level
of integrity in information systems and data; -To present the results of research
that may be used in the near future to increase the level of integrity or help
management maintain the desired level of integrity; -To investigate the
shortcomings in the technologies presently in use, shortcomings that require
attention in order to protect the integrity of systems in general. The book contains
a collection of papers from the Fifth International Working Conference on Integrity
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and Internal Control in Information Systems (IICIS), sponsored by the International
Federation for Information Processing (IFIP) and held in Bonn, Germany in
November 2002.

CISA Certified Information Systems Auditor All-in-One Exam
Guide, Fourth Edition
The Second Edition of Auditing IT Infrastructures for Compliance provides a unique,
in-depth look at recent U.S. based Information systems and IT infrastructures
compliance laws in both the public and private sector. Written by industry experts,
this book provides a comprehensive explanation of how to audit IT infrastructures
for compliance based on the laws and the need to protect and secure business and
consumer privacy data. Using examples and exercises, this book incorporates
hands-on activities to prepare readers to skillfully complete IT compliance auditing.

Information Technology Control and Audit
The new fifth edition of Information Technology Control and Audit has been
significantly revised to include a comprehensive overview of the IT environment,
including revolutionizing technologies, legislation, audit process, governance,
strategy, and outsourcing, among others. This new edition also outlines common IT
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audit risks, procedures, and involvement associated with major IT audit areas. It
further provides cases featuring practical IT audit scenarios, as well as sample
documentation to design and perform actual IT audit work. Filled with up-to-date
audit concepts, tools, techniques, and references for further reading, this revised
edition promotes the mastery of concepts, as well as the effective implementation
and assessment of IT controls by organizations and auditors. For instructors and
lecturers there are an instructor’s manual, sample syllabi and course schedules,
PowerPoint lecture slides, and test questions. For students there are flashcards to
test their knowledge of key terms and recommended further readings. Go to
http://routledgetextbooks.com/textbooks/9781498752282/ for more information.

Cybersecurity for Executives
责任者取自版权页。

Information Technology Audits 2008
Praise for Auditor's Guide to Information Systems Auditing "Auditor's Guide to
Information Systems Auditing is the most comprehensive book about auditing that
I have ever seen. There is something in this book for everyone. New auditors will
find this book to be their bible-reading it will enable them to learn what the role of
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auditors really is and will convey to them what they must know, understand, and
look for when performing audits. For experiencedauditors, this book will serve as a
reality check to determine whether they are examining the right issues and
whether they are being sufficiently comprehensive in their focus. Richard
Cascarino has done a superb job." —E. Eugene Schultz, PhD, CISSP, CISM Chief
Technology Officer and Chief Information Security Officer, High Tower Software A
step-by-step guide tosuccessful implementation and control of information systems
More and more, auditors are being called upon to assess the risks and evaluate the
controls over computer information systems in all types of organizations. However,
many auditors are unfamiliar with the techniques they need to know to efficiently
and effectively determine whether information systems are adequately protected.
Auditor's Guide to Information Systems Auditing presents an easy, practical guide
for auditors that can be applied to all computing environments. As networks and
enterprise resource planning systems bring resources together, and as increasing
privacy violations threaten more organization, information systems integrity
becomes more important than ever. With a complimentary student'sversion of the
IDEA Data Analysis Software CD, Auditor's Guide to Information Systems Auditing
empowers auditors to effectively gauge the adequacy and effectiveness of
information systems controls.

The Internal Auditing Handbook
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Comprehensive approach to advanced auditing and professional Ethics, 15’th
edition provides comprehensive information about auditing and code of ethics with
reference to the relevant provisions of the chartered accountants Act, 1949 and
regulations there under. All concepts illustrated in simple language and with
appropriate, easy to understand charts and diagrams. The book extensively speaks
on: auditing standards, Audit planning and programming, risk assessment and
internal control, auditing under computerized information systems environment,
special Audit techniques, Audit of companies and other entities under Fiscal laws,
cost Audit, internal Audit, management and operational Audit, investigation and
due diligence and concept of peer review, LLP audits, GST audits, quality review,
forensic Audit. The book comprises relevant provisions of the Companies Act, 2013
and Fiscal laws as applicable for may 2019 exams and onwards as per the
announcements of the Institute of chartered accountants of India The subject of
auditing plays a vital role in the CA curriculum. It unifies the knowledge parameters
of accounting, law and technology.

Information Technology Control and Audit, Second Edition
Publisher's Note: Products purchased from Third Party sellers are not guaranteed
by the publisher for quality, authenticity, or access to any online entitlements
included with the product. Includes CISA All-in-One Exam Guide & CISA Practice
Exams as well as a bonus Quick Review Guide -- all for 20% less than purchasing
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the books individually Take ISACA’s challenging Certified Information Systems
Auditor (CISA) exam with complete confidence using this comprehensive self-study
collection. Comprised of CISA Certified Information Systems Auditor All-in-One
Exam Guide, Fourth Edition, CISA Certified Information Systems Auditor Practice
Exams, and bonus digital content, this bundle contains 100% coverage of every
topic in the 2019 CISA Job Practice. You will get real-world examples, professional
insights, and concise explanations. CISA Certified Information Systems Auditor
Bundle contains practice questions that match those on the live exam in content,
style, tone, format, and difficulty. Every topic on the test is covered, including the
information systems auditing process; governance and management of IT;
information systems acquisition, development, and implementation; information
systems operations and business resilience; and protection of information assets.
This authoritative bundle serves both as a study tool AND a valuable on-the-job
reference for auditing and security professionals. • Contains up-to-date coverage
of all five exam domains • Online content includes 450 practice exam questions in
a customizable test engine and a bonus quick review guide • Written by IT auditing
expert and best-selling author, Peter Gregory

CISA Certified Information Systems Auditor Study Guide
This work focuses on the development of comprehensive auditing in Canada
stressing the evolving theory and practice of auditing for economy, efficiency, and
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effectiveness in public sector spending. The comprehensive audit includes a
traditional financial audit, or audit of compliance, and more importantly, an audit
for value for money. The discussion of the value for money component deals with
auditing the operations of management systems, controls, and practices, on the
one end, and actual operating results, on the other. While focusing on Canada, this
book develops a general theory and methodology for the use of comprehensive
auditing. Academics and professionals in the fields of accounting, finance,
management and auditing will find this book useful.

Internal Audit Handbook
The first edition of The Internal Auditing Handbook received wide acclaim from
readers and became established as one of the definitive publications on internal
auditing. The second edition was released soon after to reflect the rapid progress
of the internal audit profession. There have been a number of significant changes
in the practice of internal auditing since publication of the second edition and this
revised third edition reflects those changes. The third edition of The Internal
Auditing Handbook retains all the detailed material that formed the basis of the
second edition and has been updated to reflect the Institute of Internal Auditor’s
(IIA) International Standards for the Professional Practice of Internal Auditing. Each
chapter has a section on new developments to reflect changes that have occurred
over the last few years. The key role of auditors in reviewing corporate governance
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and risk management is discussed in conjunction with the elevation of the status of
the chief audit executive and heightened expectations from boards and audit
committees. Another new feature is a series of multi-choice questions that have
been developed and included at the end of each chapter. This edition of The
Internal Auditing Handbook will prove to be an indispensable reference for both
new and experienced auditors, as well as business managers, members of audit
committees, control and compliance teams, and all those who may have an
interest in promoting corporate governance.

Auditor's Guide to Information Systems Auditing
This up-to-the-minute guide helps you become more proactive and meet the
growing demand for integrated audit services in the 21st century. Wide-ranging in
scope, Information Technology Audits offers expert analysis, practical tools, and
real-world techniques designed to assist in preparing for and performing integrated
IT audits. Written by a seasoned auditor with more than 22 years of IT audit
experience, Information Technology Audits provides the first practical, hands-on
look at how organizations use and control information to meet business objectives,
and offers strategies to assess whether the company's controls adequately protect
its information systems. Practice aids are available on a free companion CD-ROM.
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IT Auditing: Using Controls to Protect Information Assets
Society's growing dependence on information technology for survival has elevated
the importance of controlling and evaluating information systems. A sound plan for
auditing information systems and the technology that supports them is a necessity
for organizations to improve the IS benefits and allow the organization to manage
the risks associated with technology.Auditing Information Systems gives a global
vision of auditing and control, exposing the major techniques and methods. It
provides guidelines for auditing the crucial areas of IT--databases, security,
maintenance, quality, and communications.

Integrity and Internal Control in Information Systems V
Information Technology Control and Audit, Second Edition is an excellent
introductory textbook for IT auditing. It covers a wide range of topics in the field
including the audit process, the legal environment of IT auditing, security and
privacy, and much more. This textbook first examines the foundation of IT audit
and control, discussing what IT auditing involves and the guidance provided by
organizations in dealing with control and auditability issues. It then analyzes the
process of audit and review, explores IT governance and control, and discusses the
CobiT framework and steps that align IT decisions with business strategy. This
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volume examines project management processes that ensure that projects are
controlled from inception through integration. It continues by addressing auditing
IT acquisition and implementation, describing risks and controls as related to the
life cycle of application systems. It highlights the purchase and installation of new
systems, as well as change management. The next section examines the auditing
of IT operations in both standalone and global environments, covering types of IT
operation, issues related to specific platforms, risk and control assessment, and
audit methods and support tools. The textbook concludes with a review of
emerging issues, providing undergraduate and graduate students with a thorough
overview of a topic critical to organizational security and integrity.

Auditing IT Infrastructures for Compliance
"All-in-One is All You Need." CISA Certified Information Systems Auditor All in One
Exam Guide Get complete coverage of all the material included on the Certified
Information Systems Auditor exam inside this comprehensive resource. Written by
an IT security and audit expert, this authoritative guide covers all six exam
domains developed by the Information Systems Audit and Control Association
(ISACA). You'll find learning objectives at the beginning of each chapter, exam tips,
practice exam questions, and in-depth explanations. Designed to help you pass the
CISA exam with ease, this definitive volume also serves as an essential on-the-job
reference. Covers all exam topics, including: IS audit process IT governance
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Network technology and security Systems and infrastructure lifestyle management
IT service delivery and support Protection of information assets Physical security
Business continuity and disaster recovery

Management Information Systems
Uses questionnaires to evaluate system and managerial performance, discusses
general and applications controls, and suggests management guidelines

IT Auditing Using Controls to Protect Information Assets, 2nd
Edition
This complete new guide to auditing network security is an indispensable resource
for security, network, and IT professionals, and for the consultants and technology
partners who serve them. Cisco network security expert Chris Jackson begins with
a thorough overview of the auditing process, including coverage of the latest
regulations, compliance issues, and industry best practices. The author then
demonstrates how to segment security architectures into domains and measure
security effectiveness through a comprehensive systems approach. Network
Security Auditing thoroughly covers the use of both commercial and open source
tools to assist in auditing and validating security policy assumptions. The book also
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introduces leading IT governance frameworks such as COBIT, ITIL, and ISO
17799/27001, explaining their values, usages, and effective integrations with Cisco
security products.

Comprehensive Auditing in Canada
Accounting Information Systems provides a comprehensive knowledgebase of the
systems that generate, evaluate, summarize, and report accounting information.
Balancing technical concepts and student comprehension, this textbook introduces
only the most-necessary technology in a clear and accessible style. The text
focuses on business processes and accounting and IT controls, and includes
discussion of relevant aspects of ethics and corporate governance. Relatable realworld examples and abundant end-of-chapter resources reinforce Accounting
Information Systems (AIS) concepts and their use in day-to-day operation. Now in
its fourth edition, this popular textbook explains IT controls using the AICPA Trust
Services Principles framework—a comprehensive yet easy-to-understand
framework of IT controls—and allows for incorporating hands-on learning to
complement theoretical concepts. A full set of pedagogical features enables
students to easily comprehend the material, understand data flow diagrams and
document flowcharts, discuss case studies and examples, and successfully answer
end-of-chapter questions. The book’s focus on ease of use, and its straightforward
presentation of business processes and related controls, make it an ideal primary
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text for business or accounting students in AIS courses.

Enterprise Governance of Information Technology
Practical guide that can be used by executives to make well-informed decisions on
cybersecurity issues to better protect their business Emphasizes, in a direct and
uncomplicated way, how executives can identify, understand, assess, and mitigate
risks associated with cybersecurity issues Covers 'What to Do When You Get
Hacked?' including Business Continuity and Disaster Recovery planning, Public
Relations, Legal and Regulatory issues, and Notifications and Disclosures Provides
steps for integrating cybersecurity into Strategy; Policy and Guidelines; Change
Management and Personnel Management Identifies cybersecurity best practices
that executives can and should use both in the office and at home to protect their
vital information

Auditing Information Systems
Have you been asked to perform an information systems audit anddon't know
where to start? Examine a company's hardware, software,and data organization
and processing methods to ensure qualitycontrol and security with this easy,
practical guide to auditingcomputer systems--the tools necessary to implement an
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effective ISaudit. In nontechnical language and following the format of an ISaudit
program, you'll gain insight into new types of securitycertifications (e.g.,
TruSecure, CAP SysTrust, CPA WebTrust) aswell as the importance of physical
security controls, adequateinsurance, and digital surveillance systems. Order your
copy today!

Auditing Information Systems
The purpose of this book is to help understand how information systems affect
risks, what controls should be implemented to mitigate risks and how controls can
be tested and assessed to provide assurance to management, customers and
auditors. This book discusses assurance from the perspectives of management and
auditors. Many chapters of this book provide guidelines to auditors in identifying
and testing internal controls. This book is a comprehensive guide to preparing for
the Certified Information Systems Auditor examination.

Handbook of Research on Information Security and Assurance
The ultimate CISA prep guide, with practice exams Sybex's CISA: Certified
Information Systems Auditor Study Guide, Fourth Edition is the newest edition of
industry-leading study guide for the Certified Information System Auditor exam,
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fully updated to align with the latest ISACA standards and changes in IS auditing.
This new edition provides complete guidance toward all content areas, tasks, and
knowledge areas of the exam and is illustrated with real-world examples. All CISA
terminology has been revised to reflect the most recent interpretations, including
73 definition and nomenclature changes. Each chapter summary highlights the
most important topics on which you'll be tested, and review questions help you
gauge your understanding of the material. You also get access to electronic
flashcards, practice exams, and the Sybex test engine for comprehensively
thorough preparation. For those who audit, control, monitor, and assess enterprise
IT and business systems, the CISA certification signals knowledge, skills,
experience, and credibility that delivers value to a business. This study guide gives
you the advantage of detailed explanations from a real-world perspective, so you
can go into the exam fully prepared. Discover how much you already know by
beginning with an assessment test Understand all content, knowledge, and tasks
covered by the CISA exam Get more in-depths explanation and demonstrations
with an all-new training video Test your knowledge with the electronic test engine,
flashcards, review questions, and more The CISA certification has been a globally
accepted standard of achievement among information systems audit, control, and
security professionals since 1978. If you're looking to acquire one of the top IS
security credentials, CISA is the comprehensive study guide you need.
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